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of the small businesses do not have the financial and technological means to protect
their systems from cyber-attacks, leaving them vulnerable to data breaches. This
study aims to explore this issue using case study method based on examination of
cyber security strategies employed at small business. Primary data is collected
through an on-line survey from (50 business companies) and semi-structured

Grounded interviews. Using the first stage of grounded ontology methodology, the result show
ontology that the small businesses should utilize the managed cybersecurity services offered

methodology

by experts as an outsourced service and that cybersecurity awareness among the

users must be diligently promoted since the humans are the weakest link. These
recommendations should be useful for the small businesses.

Introduction

Cyber security breaches have been gaining
prominence in the news highlights as the world is
opening up the space for hackers to breach the
cyber security by adopting online systems and
services (Behera et al. 2022; Parkinson and Khana
2022). The last two years of lockdown and social
distancing (Khan et al. 2020; Pranggono and Arabo
2021; Lallie et al. 2021) has seen many news small
businesses crop up in the online arena while
various existing businesses had to move online as
well. The Internet has provided small businesses
with an opportunity to compete in a global market,
making Small businesses are highly dependent

Corresponding Authors:
* Email: b.ullah.23238@khi.iba.edu.pk (Basheer Ullah)

Received 7, Dec 2022;
Received in revised form 31, Dec 2022
Accepted 25, Dec 2022

(Ghobakhloo and Tang 2013). Multiple types of
public and private sector businesses have been able
to manage their companies via online electronic data
connections (Bernik 2014). However, it has exposed
these businesses to cyber-attacks and data theft.
Although persistent threat of cyber-attacks exits, yet,
the small business employees can be confident that
their technology is secure because they receive no
notifications of attacks or threats, which is why many
small business attacks go undetected (Harsch et al.
2014). Many small businesses lack awareness and
knowledge of the threats posed by cyber-attacks
Small business owners struggle to keep their
company and customer data safe and secure from
external threats (Goode et al. 2017). To secure their
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upon technology to do business and keep data.

small business owners lack effective cyber security
strategies. While it has expanded business
opportunities, especially for the small businesses, at
the same time it has increased the vulnerability of the
system to targets by criminals/hackers. Due to lack of
resources as the businesses are being small, they do
not focus the cyber security threats. The sensitive
business information combined with other data is
made available as a high prized digital assets
(Gunther et al. 2022; Glas 2022; Su 2020) by the
businesses going online. This has become a lucrative
target of the cyber criminals. Therefore, the digital
assets and the infrastructure needs to be safeguarded.

It is observed that small business face cybersecurity
challenges and are neither properly equipped to
defend against them nor sufficiently aware of the
threats posed by being connected to the Internet. The
aim of this research is to add knowledge to fill the
gap in business practice related to cyber security
policies in small businesses. Small business, who
lack adequate cyber security strategies to protect
information systems from cyber threats could benefit
from this study. The survey followed-up by
interview of executives from small businesses shall
help understand the research problem.

With more data being made available online due to
operational needs of businesses any data breach is
highly publicized by media since its impact has
increased over years. Phishing emails and ransom
ware have become a detrimental to the existence of
small businesses. Generally the small businesses do
not have effective and adequate technical
cybersecurity measures in place (Yee and Zolkipli
2021; Firmansyah et al. 2020). Further, the central
actor in these cases is the human. Thus, human
factors have to be taken into account as well. This is
not limited to small businesses rather a variety of
industries and companies have been victims of cyber-
attacks. No one is safe. Retail, banks, hospitality,
medical and social media, to name a few, have been
targeted in recent times.

As one of the most common attack vectors is the
insider. About 20 % of small businesses rely on their
security department to defend against internal attacks,
compared to 62 percent of larger businesses. The
common business problem is that many security
resources in small businesses are scarce or
unavailable (Wang and Johnson 2018; Wang and
Park 2017). According to (Ter 2018) the threat of
cyber-attacks on global companies is increasing as
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business and customer data from cyber-attacks,

more companies become target for commercial
secrets, sensitive business data and customer
information. The costs of data breaches for global
companies rose from $850,000 in 2014 to $1.3 billion
in 2016 and has created a global cybersecurity market
of $170.4 billion in 2021 (Kim et al. 2018). A
common business problem is that data breaches may
damage the reputation of the company’s brand and
lose customers’ confidence. The significant issue is
that some small business owners lack cyber defense
strategies to protect business data from cyber-attacks
(Ter 2018).

Thus, it can be seen that small business face
cybersecurity challenges and are neither properly
equipped to defend against them nor sufficiently
aware of the threats posed by being connected to the
Internet.

This is exploratory research, with the aim to gain
insight and find out the sort of cybersecurity
measures and strategies are used by the small
businesses and to recommend industry best practices
for them. This study aims to answer the below
questions in systematic which are supported by the
empirical evidences.

» What existing cybersecurity strategies do leaders of
small businesses use to protect their systems from
cyber threats?

» What cybersecurity strategies will leaders of small
businesses implement to protect their systems from
data breaches?

The aim is to add knowledge to fill the gap in
business practice related to cyber security policies in
small businesses. Small business, who lack adequate
cyber security strategies to protect information
systems from cyber threats could benefit from this
study. The survey followed-up by interview of
executives from small businesses shall help
understand the research problem

The remainder of the paper is organized as follows.
Section 2 highlights the relevant literature.
Methodology, research design and data collection
method are discussed in section 3, while section 4
presents the main results and recommendations.
Lastly, conclusion is given in section 5.
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2. Literature Review

The rapid digitalization and increased connectivity of
the Internet have led to the increase in ¢~ ~'"x
threats to the security of the Internet. The ir 63 it
cyber security threats on a massive global scaie riave
prompted countries to review and strengthen their
national cyber security strategies and enact new and
bolder legislation that is both comprehensive and far-
reaching (Kosseff 2020; Christensen and Liebetrau
2019).

According to U.N. International Telecommunications
Union (ITU) survey Singapore is the world’s most
connected country to the world and its cyber security
strategies are ranked among the world’s top strategies
(Tehrani et al. 2013; Hamilton et al. 2002; Myftari
2021). Therefore, we consider it as role model at
length and compare the adopted strategies by the
small businesses. Based on the legal, technical,
organizational institutions, educational and research
capacity of Singapore and cooperation in the
information sharing network Since 2003, the agency
has been preparing a high-level national cyber
security strategy and a high-level national cyber
security plan (Senol and Karacuha 2020; Ron et al.
2020; Shafgat and Masood 2016).

Consequently, Singapore’s strategy involves multi-
pronged participation (Allam 2020) of experts,
public, private and public sectors. For example,
efforts are being made to raise awareness of
information technology security and adopt security
measures in companies and users through online and
social media platform advertising  program,
conferences, educational talks, roadshow and printed
advertisements. (Ter 2018; Allam 2019; Pauletto
2020)The need to increase the pool of information
communications security in Singapore, due to a
shortage of local cyber security professionals, experts
will work together with higher education institutions
to integrate cyber security into the curriculum, and to
implement specialized courses in the current
programme, to address the problem (Gorian 2020).

According to Li and Liu (2021) currently, most of the
countries’ economic, trade, cultural, social, and
intergovernmental activities, including individuals
and non-governmental organizations, are active at all
levels and government institutions operate in
cyberspace. In recent years, many private and
government organizations around the world have
been confronted with the danger of cyber-attacks
(Alazab et al. 2021; Wan et al. 2021) and wireless
communication technology. Today’s world relies
heavily on electronic technologies, and protecting

these data from cyber-attacks is a complex problem.
The aim of cyber-attacks is to cause financial harm to
companies. In other cases, cyber-attacks may be used
for military or political purposes. To this end, various
organizations use different solutions to prevent
cyber-attack damage. Cyber security follows the
latest information in real time on IT data. Scientists
around the world have so far proposed several
methods to prevent or reduce cyber-attacks (Eling et
al. 2022; Akintoye et al. 2022).

National Cyber Security Strategy (NCSS) of EU
covers the prevention perspective from the beginning
to the end. According to Senol and Karacuha (2020)
NCSS with the aim of effectively counteracting and
ensuring cyber security, studies are being carried out
in all countries into which paths should be taken and
which methods should be used to develop, create and
implement an NCSS. In this context, by explaining
the importance of cyber power, the need to consider
cyber power as one of the elements of national power
(Osho and Onoja 2015; Kamin 2017; Rajan et al.
2021) and the importance of providing security
against cyber-attacks with cyber power deterrence are
discussed while a proposed a new and integrated
approach (H. A. M. Luiijf et al. 2011; E. Luiijf et al.
2013; lzycki and Colli 2019; Zimmermann and
Renaud 2019) to the creation and implementation of
an NCSS and an authoritarian organizational
structure responsible for this strategy. It can be
concluded that the proposed effective and deterrent
NCSS model and approaches could help to handle
these issues efficiently and effectively to better
manage, control and audit cyber security issues
(Benoliel 2014; Shackelford 2019; Cristiano 2021).
Providing new concepts on cyber security issues,
supported by cyber power and deterrence on this
issue in the world; Adoption of an integrated
approach to cyber security strategies and policies in
the development and implementation phases of an
NCSS; bring in a range of topics in support of cyber
security and defense from different perspectives; and
achieve a high degree of success with the proposed
approach, particularly in terms of effectiveness and
the existing basic structure deterrence strategies and
action plans (Brangetto and Aubyn 2015; Sayin and
Basar 2017; Liveri et al. 2018; Zywio\lek et al.
2021).

Regarding cyber security as a matter of national
security, Taiwanese authorities passed the
Information and Communication Management Act
(ICM Act) in May 2018 in response to increasing
awareness of potential malicious cyber-attacks on the
public and private sectors (Huang 2020; Ademola
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2022). Hsini Huang and Li (2018) have stated that
according to the ICM Act, both governmental and
non-governmental bodies must comply with the
codified regulations and the new management
scheme. The new basic law for cyber security
requires all government agencies and operators of
critical infrastructure (Hou et al. 2020; Michalec et
al. 2020) to comply with the new regulation. In
addition to the legal basis, state policy adopts
traditional policy tools as economic stimulus, such as
announcing a series of national development
programs, introducing new safety standards, and
providing financial subsidies and R&D loans to
SMEs (Nanto 2009; Song and Zhou 2020; Alber
2020).

Goel (2020), Deora and Chudasama (2021) is of the
opinion that countries are exploiting the social and
economic advantages of the Internet and are afraid of
threats to national security. In response to these
threats, countries are gradually strengthening their
Internet borders and developing cyber weapons to
prevent and mitigate conflicts. A potential downside
of such federal regulation is inhibiting the rapid
innovation that the Internet has traditionally fostered
and restricting freedom of expression that has led to
social inclusion in society (Goel 2020; Deora and
Chudasama 2021).

On securing sensitive information and source of latest
information on cybersecurity (Nifakos et al. 2021;
Dalal et al. 2022; AL-Nuaimi 2022) argue that many
companies own sensitive customer information (such
as medical records, educational records, payment
card details, personally identifiable information, and
purchase patterns) as well as corporate intellectual
property. Although cyber security is an issue that
affects virtually all organizations and their
employees, the overwhelming majority of published
research cyber security currently does not come from
articles in

peer-reviewed organizational science journals, but
rather from mass media articles, company technical
reports, and peer-reviewed Journal articles from the
disciplines of computer science, business informatics
and information technology (Nifakos et al. 2021;
Dalal et al. 2022; AL-Nuaimi 2022).

According to Al-Ghamdi (2021) cyber security is a
complex challenge that includes several different
aspects of governance, policy, operation, technology
and law. The guide attempts to identify, organize and
prioritize many of these areas on the basis of existing
models, frameworks and other  well-known
references. The study focuses on protecting civilian

aspects of cyberspace and therefore highlights the
overarching principles and best practices that need to
be considered when formulating, developing and
managing a national cyber security strategy (Al-
Ghamdi 2021).

While Idahosa (2020) and Aurelien (2021) warns that
small business owners who fail to effectively protect
their business data are at high risk of a cyber-attack.
The numbers of data breaches against small
businesses have increased, this has become a growing
concern for consumers who rely on small business
owners to protect their data from data breaches
(Idahosa 2020; Aurelien 2021).

Research Design and Methodology

|

1. Exploratory Case Study
2. Grounded Theory

3. Phenomenology
4. Delphi Technique
5. Ethnography

|

Exploratory Case Study
Grounded Theory

EXle,mt:g I(\:ést; OS ;u oy Grounded Theory

Structured Interview
Focused Group
Observation

Online Questionnaire/Survey General fitering
Domain Specific Filter

Structured Interview Classification
2 Pags Coding

Results
Recommended Cyber Security
Strategies
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3. Research Design and Methodology

3.1. Research Design

There are various classes of qualitative research
design; exploratory case study, grounded theory,
phenomenology, the Delphi technique, ethnography
and case studies, which can be adopted to come up
with an appropriate answer to the posed research
question. However, we are employing the exploratory
case study design with grounded theory as it seems
more relevant and suitable to evaluate the small
businesses leaders’ responses to an event of data
breach. To look at the practices and experiences of
small business entrepreneurs and their cyber security
strategies, there would not be a single set of
outcomes or responses, rather there would be
multiple ways that can be adopted to prevent the
cyber data breach, and hence, the exploratory case
study and grounded theory seems more relevant in
this real-world to deal with multiple aspects of the
enquiry.

Exploratory case study’s objective is to search key
solutions and answers to the questions of ‘what’ or
‘who’. Furthermore, exploratory case study data
collection procedure is usually joined with the
additional data collection procedure(s) like
questionnaires and interviews, which helps to answer
the research questions more precisely and clearly. In
this research it is used with interpretive paradigm and
grounded theory approach to find answers to the
questions such as what, why and how.

Exploratory research is often described as method
used to find out a problem that is not properly
described previously and is often executed when the
problem is at initial stage. It is conducted to have a
finer understanding of the existing issues. A vital
importance is that the researcher must be willing to
modify his/her thoughts or orientation, subject to the
disclosure of new data or revelation about the topic.
Moreover, in Grounded theory framework, the
objective is to understand the social world through
theoretical sampling and estimations through datasets
and come up with some new evidences regarding
some theory.

Here the objective is to examine the internet security
practices, and to explore effectiveness of the current
strategies to prevent the cybercrime and come upwith
recommendations for improving them. Therefore, the
exploratory research methods seem more suitable that
will be helpful to discuss the issue more in depth and
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The given diagram highlighted the sketch of
Research  Design and Methodology section

come up with more solid and empirically evident
conclusion and recommendations.

3.2 Methodology

As the objective is to figure out the techniques of
cyber security that helps the small businesses to
enhance the system security and protect against the
data breach, the qualitative exploratory research
framework is used to find out the most popular cyber
security techniques for the small businesses to
provide the security against the data theft and
breaches. In qualitative research the analysis and
interpretation are done in conjunction with data
collection. In Grounded theory, a novel theory/ idea
is brought to the surface regarding a specific
phenomenon after a thorough investigation of the
relevant collected. The collection of iterative data and
examination happens till theoretical saturation is
reached after which additional data did not provide
any further insight (Glaser and Strauss 2017).
Grounded theory consists of four phases:

In the first phase includes notions taken from
interviews, observation, and reflection. The second
phase includes organization of the data into various
groups which manifest the representation of themes.
In the third phase, groups are formed and compared
with one another, and consequently two or more
competing theories are identified. The fourth and the
final phase includes the development of the research
hypothesis statement or concept map.

Here, we used the exploratory case study and
grounded theory because it seems more suitable and
appropriate for understanding and evaluating the
small businesses point of view and their plans for the
cyber security against data breach. This approach
enables us to come up with clearer comprehension of
the individuals’ perceptions, believes, and
experiences. The grounded theory is used for
extracting meaningful themes with the objective to
understand the social world through sampling and
estimations from the participants’ responses corpus.
Following Percy, Kostere, and Kostere (2015) in this
research the primary themes are extracted and
evaluated from each online filled questionnaire. By
extracting and synthesizing the primary themes from
the collected data, we are able to create a category
code list. Clear trends appeared when all the data
from all the people is pooled.
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The initial responses are collected from the
participant through an online questionnaire with both
closed and open-ended questions. Exploration of the
data from each online questionnaire allowed us to
construct the overarching themes to develop a
categorical code database. A combination of the data
from all participants revealed consistent patterns.
Synthesizing the topics provided a full picture of the
data collected regarding the research question.

3.3. Survey and Data Collection

To thoroughly investigate the issue, we have used
two distinct methods for data collection. First, a self-
managed questionnaire is used to collect the data
from the small businesses. Second, semi structure
interviews are conducted of the respondents of
questionnaire in order to understand their point of
view in more detail and precise way and avoid
confusion in the responses.

Since, an email survey was chosen as the major data
collection method as an email-based surveys are
often the cheapest choice. An email was used as
means of communicating with respondents and
Google forms was used to capture responses of the
respondents. The survey involved contact with
business organizations and email out to the domain
experts. In the first cycle the questionnaire was
mailed to known expert for collecting data, later
numbers of different small business organization
experts were contacted for the purpose of data
collection. Only some of them participated in the
survey.

In the second stage, a qualitative semi-structured
interviews of selected respondents were conducted in
order to collect "better" data through the direct
interaction with them. This interaction was helpful to
enable the respondents to answer survey questions in
an objective manner. The interviews involve both
planned and unplanned questions. Five small

sorted into various categories. In step five, the
confirmed list of the categorized entities is retrieved

company were targeted to collect data. Thematic
coding using grounded ontology method Nabi (2013)
of the online questionnaire replies served as the
foundation for a codebook. To reach the saturation
point, two participants are interviewed in semi-
structured way to obtain more information and data.

4. Results, Data Analysis, and Interpretation

This section consists of three subsections. In the first
stage we are using the Grounded Ontology (GO)
method which consists of five steps, to extract the
key words and its reference. In the second sub-
section these key words are analyzed to extract the
generalized and derived understanding. In the third
sub-section the results saturation is discussed.

4.1. Grounded Ontology (GO)-Coding

We wuse the multi-step, multi-stage Grounded
Ontology (GO) method developed by Nabi (2013) for
obtaining understanding from the collected responses
and a get a sense of what is being done and why in
our target organizations. The GO method is a
comprehensive  methodology  for  developing
ontology. However, our research was limited to
extraction of major themes and their response we use
only the first stage - the Coding stage - of GO
methodology. Among the four stages discussed by
Nabi (2013) only the coding stage is used in our case
employing all of its five steps. The Coding steps is
given in figure 1. Different coding techniques are
used in each step. In the first step manual coding is
done where all possible nouns and phrasal nouns and
noun phrases are extracted from the text. This list is
labelled Manual Coding. In the second step of
‘General Filtering” we removed the non-related
nouns/phrases from the list and is labelled as General
Filtering. The third step is ‘Domain specific filtering’
where nouns/phrases not related to the topic are
excluded. The fourth step involve the extraction of all
the relevant words are

in order to analyze the entities, their classification
and affiliations between them.

67



CO s

KASB'T Business Journal’ 15(4)1 62_79 This work is licensed under a Creative Commons Attribution 4.0 International License.
Ullah, B., et al.,
Stage 1 Figure 1: Stage-1 of GO-Methodolody, the Coding stage and
Coding its five steps
Step 1 In the manual coding step, nouns and noun phrases were
Manual coding manually sorted from the collected data. Later, it was

arranged alphabetically. Furthermore, the screen shot of the
sorted nouns and noun phrase is shown in the table 1.

l Table 1: Nouns, Noun Phrases & Alphabetically
Order

Nouns and Noun Phrases Alphabetically Order
Internet Access
Https Antivirus
Interceptions Assets
Interruptions Attacker
Content Authentication

We also tried the mixed method research method as
according to Leedy and Ormrod (2015) it provides a
thematic conclusion and more comprehensive answer to the
Step 4 posed questions (Leedy and Ormrod 2015). The survey
instrument includes closed-ended items but not much
treatment has been done to the results obtained from them as
the quantitative analysis does not fit research questions
l posed. The objective is to investigate responses of small

businesses with reference to their cyber security measures
for protection against the data breaches. Though it would be
more comprehensive as it combines both qualitative and
quantitative methods frameworks, yet does not seem relevant
for this research.

Classification

Connection Business

SSL Certificate Body

Hackers Categories

Place Communications
Network Firewall Companies

Network Traffic Computer Equipment
System Connection

Website Protection Containment
Employ Penetration Content

SIEM System Credentials
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We have also tried automated tool NVivo for coding
to extract meaningful terms and phrases from a
corpus, but it seems that in the case of NVivo coding
is not capturing the real sense of the answers.
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In second step which is general filtering, all the
collected data was filtered generally, irrelevant words
were eliminated from the data, to illustrate, body and
content. The data has shown in table 2.

Table 2: General Filtering

Access Access
Antivirus Antivirus
Assets Assets
Attacker Attack
Authentication Authentication
Business Business

Body Body
Categories Categories
Communications Communications
Companies Companies
Computer Equipment

Connection

Containment

Content

Credentials Credentials

At the Domain Specific-Filtering step, the nouns and
noun phrases sorted from the collected data were

eliminated which are not related to the specific
domain, for instance, revenue and structure. The data
has shown in the table 3.

Table 3: Domain Specific-Filtering

Access Access
Antivirus Antivirus
Assets Assets
Attack Attack

Authentication

Authentication

Business

Business

Body

Categories

Communications

Communications

Companies Companies
Credentials Credentials
Customers

Cyber Security Cyber Security

Cybercriminals

Cybercriminals

Cybersecurity Awareness

Cybersecurity Awareness
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In the Classification step, all the relevant words were
having relationships were sorted into various
categories, to illustrate, access which included
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communication, restrict user access, wireless access
point. The data has shown in table 4.

Table 4: Classification

Access
Communication
Restrict User Access
Wireless Access Point

Access

Assets

Companies
Employee
Organization Data
Software

Assets

Business

Industry

Attack

Cyber Security Breaches
DDoS Attack

Malware

Phishing

Spyware

SQL Injection

Worms

Attacks

Cybercriminals

Ransomeware

In the last step, which is the second pass coding, the
confirmed list of the categorized entities list has
shown in the table 5.

While in the second pass coding, i.e., security is a
part of security measures so they are placed in one

category by the name security measures. Another
example is that Threats and Theft are placed in one
category by giving them a name as threats. Hence, it
illustrates that Go |methodology is used to analyze
the entities, their classification and affiliations
between them

. Table 5: 2nd Pass Coding

Access

Assets

Attacks

Threats

Attacks

Security Measures

Security

Security Measures

Information

Network

After consolidating the main categories and reducing
them to six key words that were derived from the
text, the original text was revisited and analyzed to
understand the intended meaning and context of the

response. Coupled with analytical questioning and
memo writing, this enriched our understanding of
their response and thus the generalized concepts of
cybersecurity practices, as implemented in the
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respondents’ organizations, were articulated with the
help of a domain expert to validate them. While
going through this exercise various modifications to
the classification of the entities/codes was done after
through deliberations and discussions, resulting in

This work is icensed under a Creative Commons Attribution 4 0 International License.

revisions and modifications of the categories and
their derived meanings. The table 6 shows an initial
category, the intermediate codes and the original text
from where it was derived.

Table 1: Initial category, Intermediate codes and original text

Sr. No Words & Their Relationship

1 Access

Constant comparison of the categories intermediate
codes and original text led to the revised categories.
An exemplar is given in Table 6.

Sr.No Words & Their Relatiouship

lL.website protection lip.x\f:_ufn_rc&"lccc,\\' control/Keep it updated

2

I.Access

2 Communication
3.Restrict user access
4.Wireless access point

1 Access

2.Being the@@o-To Soniree on digital sccurily measire h as
the need for increasingly stronger passwords, and keeping a
company's employees informed about how to spot suspicious

With References

1. Website protection tips Enforce access control Keep
it updated

2. Being the go-to source on digital security measures,
such as the need for increasingly stronger passwords,
and keeping a company's employees informed about
how to spot suspicious communications before they
become an issue. Monitoring the latest threats and
shutting them down before they cause damage to the
business.

3. Create a response and recovery plan. Educate
employees on cyber-security best practices.

4.For homes and small businesses, multiple routers
connected via repeater or bridge can be a sufficient
wireless solution

Further, the original text in light of the deliberations
helped in extracting the generalized strategies in
vogue in small businesses. The highlights an instance
of it is mentioned in figure 2.

Aeha e Mw.%”

With References //' e \?J\’%

communications before they become an issuelMonitoring the / PN

latest threats and shutting them down before they c:gxzfgynagc

1o the business. - = q WW ¢
3 Create gw;k) plan. Educate employees on, M»«) "»\':,,_.,.
cybergsecurity best practices. — e Sl

« 4.For homesand small businesses, multiple routers conuec

ted
) via repeater or bridge can be a sufficient wireless solution /,{-Q/L ’4%( . N

Al

Figure 2: The original text from where generalized strategies are extracted
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4.2. Data Interpretation

Data analysis and interpretation done on the extracted
categories with constant comparison to the original
text. To demonstrate this let us look at the first
category: Access. The words derived from the text
include:
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1.Access 2.Communication 3.Restrict

user access  4.Wireless access point

Then based on constant comparison of the above
words and the derived category, the original text is
analyzed to get a generalized understanding of the
response as shown in the Table 7.

Table 7: Derived understanding and generalized understanding

Original text

Derived understanding

generalized understanding

1 website protection tips Enforce access Technical controls/policy

control Keep it updated

2. Being the go-to source on digital go-to source

security measures, such as the need for
increasingly  stronger passwords, and

keeping a company's employees informed  pojjcy decision

about how to spot suspicious
communications before they become an
issue. Monitoring the latest threats and
shutting them down before they cause
damage to the business.

3. Create a response and recovery plan. Policy decision

Educate employees on cyber-security best
practices.

4. For homes and small businesses, multiple  Technical solution

routers connected via repeater or bridge can
be a sufficient wireless solution

Cybersecurity Governance can
ensure protection.

Go-to source of cyber security
technical support.

Educating employees

Cybersecurity Awareness of
employees and users.

Cybersecurity Governance can
ensure protection

Cybersecurity Governance can
ensure protection

Educating employees

This is not relevant as it is not
about cybersecurity

The detailed analysis of category Access has revealed
that there are three points of understanding of

cybersecurity and the strategies used in small
businesses listed below in Table 8:

Table 8: Generalized Understanding and Cybersecurity

Generalized Understanding

Cybersecurity Strategy

Cybersecurity Governance can ensure  Establish cybersecurity governance system to provide an all-

protection.

encompassing high level protection.

Go-to source of cyber security
technical support

A readily accessible cybersecurity technical experts team with
adequate resources be available to the employees/users

Cybersecurity Awareness of
employees and users

Ensuring Cybersecurity awareness for all employees is a must.
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The similar process is applied to the rest of the analysis and interpretation, constant comparison
categories to arrive at the points of understanding of guides the process of understanding and eliminates
cybersecurity and the strategies used in small any redundancies.

businesses. It may be noted that there are instances

where the same piece of text has been used to derive Resulting strategies from the data collected through
different codes and categories. However, during questionnaire responses are listed below in Table 9.

Table 9: Resulting Strategies

Table 9: Resulting Strategies

Cybersecurity Strategy Remarks
1. Establish cybersecurity governance system to provide an all- An enhanced understanding of
encompassing high level protection. this strategy has evolved as #6.
2. Areadily accessible cybersecurity technical experts team with
adequate resources be available to the employees/users
3. Ensuring Cybersecurity awareness for all employees is a must.
4. First thing to do is to list all the digital assets as they are valuable An enhanced understanding of
and must be protected. this strategy has evolved as #7.
5. Technical security measure are required for protection.
6. Establish cybersecurity governance system with the objective to
secure organization’s digital assets to provide an all-encompassing
high level protection
7. First thing to do is to list all the digital assets including data as
they are valuable and must be protected.
8. First thing to do is to list all the digital assets including data,

especially the sensitive business information, as they are valuable
and they must be protected.

Final list of strategies is given in table 10:

Table 10: Final list of cybersecurity strategies

Cybersecurity Strategy

1.

A readily accessible cybersecurity technical experts team with adequate resources be available to the
employees/users

2. Ensuring Cybersecurity awareness for all employees is a must.

3. Technical security measure are required for protection.

4. Establish cybersecurity governance system with the objective to secure organization’s digital assets to
provide an all-encompassing high level protection

5. First thing to do is to list all the digital assets including data, especially the sensitive business

information, as they are valuable and they must be protected.
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4.3. Saturation of the Results and
Recommendations

To get further insights for improving our
understanding of the topic and enriching the resultant
list of strategies guided interviews were held. The
data collected from recording the interviews. The
analysis, interpretation and selective coding with
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constant comparison of interview data with the
existing strategies extracted and listed in Table 8 in
previous section, revealed that there was no further
insights to be gained. Thus, the saturation point was
reached.

The resulting strategies are listed below in Table 11
in the order of importance:

Table 11: Cybersecurity Strategies in order of importance

Cybersecurity Strategy

1. First thing to do is to list all the digital assets including data, especially the sensitive business
information, as they are valuable and they must be protected.

2. Establish cybersecurity governance system with the objective to secure organization’s digital assets to

provide an all-encompassing high-level protection

3. Technical security measure are required for protection.

4. Ensuring Cybersecurity awareness for all employees is a must.

5. Arreadily accessible cybersecurity technical experts team with adequate resources be available to the

employees/users

1. First thing to do is to list all the digital assets
including data, especially the sensitive business
information, as they are valuable, and they must be
protected.

This is the most important point to understand. An
organization needs to know what all digital artifacts it
has that are valuable to be classified as assets. These
should include the sensitive business information that
an organization is keeping with it. It can include
employee, customer, partner, financial and personal
data among others. Once this list of digital assets is
available the value of this data and the potential loss
in case of breach of data can be quantified and the
cost of cybersecurity system can be compared and
offset against the value of it.

2. Establish cybersecurity governance system with
the objective to secure organization’s digital assets to
provide an all-encompassing high-level protection.

Most people, especially the technical and
cybersecurity specialists tend to think that there is a

technical solution to all the cybersecurity challenges.
However, there are other more important issues to be
settled before jumping to the technical solutions.
These include but are not limited to answers to the
questions like:

Who owns the data? What is the value of our digital
assets? What level of protection should be provided
to these digital assets? How can the protection be
ensured? Who is responsible in case of cybersecurity
breach? Etc. These are all related to Cybersecurity
Governance. Policies, procedures and systems with
the objective of securing digital assets are derived
from and overarching and comprehensive
cybersecurity governance system.

3. Technical security measures is required for
protection.

The technical security measures is essential for
providing any meaningful security to the digital
assets of an organization. These are costly and
require specialized skills to be deployed and constant
upgrade are required as new threats are discovered.
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4. Ensuring Cybersecurity awareness for all humans
(employees, customers, partner etc.) is a must.

Even the best and latest technological solutions
deployed in an organization can be rendered useless
and vulnerable by the humans. The cybersecurity
breaches have a human factor attributing to the
breach (Milkovich 2020).The non-technical end
users, the technical users and even the cybersecurity
experts are at the end humans and have physical,
psychological, emotional, ethical and social
limitation innate to the humans. Thus, cybersecurity
sensitization, cyber hygiene, and cybersecurity
awareness has to be provided. Considering the
detrimental effects of unaware users, the EU has
funded a three-year (2021-2024) capacity building
project titled ‘Rethinking Cybersecurity in Pakistan:
Human factors’ Essential Role (ReCyP:HER) to
create cybersecurity awareness among users. The
results of this research will provide insights to the
researchers of this project to help them design and
develop Cybersecurity Awareness camping and
contents for dissemination among the users to better
inform and educate them regarding the cyber threats.
The awareness campaigns must be a regular feature
that is repeated whenever new threat and
vulnerabilities are discovered and when on-boarding
any employee. The top management must not be left
out and be included in these awareness campaigns
and trainings.

5. A readily accessible cybersecurity technical
experts team with adequate resources be available to
the employees/users

Cyber-attack or cybersecurity breach is not an issue
of if but a matter of when. Therefore, whenever it
strikes, the users must have a go-to resource of
readily accessible team of cybersecurity technical
experts. This team should be adequate supported with
all the necessary resources, open and welcoming to
the users. The users should be aware of their
existence in the organization and the place/procedure
to quickly access them.

As a recommendation we suggest that Cybersecurity
is a highly specialized domain requiring constant
upgrade in technology, skills and awareness. It is
expensive and requires large budget. Small business
might find it difficult to have in-house capabilities
and skills to manage an effective cybersecurity
posture. While the governance can be kept in-house,
the business can consider outsourcing the technical
side of the cybersecurity solution. Manager technical
solution with adequate cyber protection offered by
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third parties may be a more cost-effective and robust
than a minimally skilled and funded part-time in-
house solution. The cybersecurity awareness and a
go-to resource in case of cybersecurity breach should
be outsourced to provide a professional support and
delivery.

5. Conclusion

Small business owners struggle to keep their
company data safe and secure from external threats.
Online systems and services have expanded business
opportunities, especially for the small businesses, at
the same time it has increased the vulnerability of the
system to targets by criminals/hackers. Due to lack of
resources as the businesses are being small, they do
not focus the cyber security threats. The sensitive
business information combined with other data is
made available as a high prized digital assets
(Glnther, Glas, and Poddig 2022; Glas 2022; Su
2020) by the businesses going online. This has
become a lucrative target of the cyber criminals.
Therefore, the digital assets and the infrastructure
needs to be safeguarded.

The aim is to add knowledge to fill the gap in
business practice related to cyber security policies in
small businesses. Small business, who lack adequate
cyber security strategies to protect information
systems from cyber threats could benefit from this
study. The survey followed-up by interview of
executives from small businesses shall help
understand the research problem.

The initial responses are collected from the
participant through an online questionnaire with both
closed and open-ended questions. Exploration of the
data from each online questionnaire allowed us to
construct the overarching themes to develop a
categorical code database. A combination of the data
from all participants revealed consistent patterns.
Synthesizing the topics provided a full picture of the
data collected regarding the research question.

Grounded Ontology (GO) method which consists of
five steps is used to extract the key words and its
reference. These key words are further to extract the
generalized and derived understanding for policy
recommendations.

The results suggest that cybersecurity is a highly
specialized domain requiring constant upgrade in
technology, skills, and awareness. Small business
might find it difficult to have in-house capabilities
and skills to manage an effective cybersecurity
posture. The cybersecurity awareness and a go-to
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resource in case of cybersecurity breach should be
outsourced.

This is an exploratory case-study based research and
the results are just preliminary insights to guide an in-
depth research and treatment of the research topic
and questions. Thus, these results are by no means
definitive. However, these results can serve as a base
line understanding about the cybersecurity strategies
employed by small businesses. For further research,
one can incorporate triangulation and inter-coder
reliability factor to enhance the validity of the study.
The inter-coder reliability can be established through
data analysis and interpretation jointly with a
cybersecurity expert. Although, it introduced another
limitation of groupthink psychological bias, yet, due
to the time constraint it helped get some meaningful
results.
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